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1
REMOTE INSTALLATION OF DIGITAL
CONTENT

BACKGROUND

In some cases, a user who owns a digital content item may
desire to consume the digital content item with another user
who does not own the digital content item on that user’s
computing machine. In one example, the owner of a video
game may desire to play the video game with a friend on the
friend’s game console. However, there may be some impedi-
ments to playing the video game on the friend’s game con-
sole. For example, the owner of the video game may have to
bring a physical copy of the video game, such as a game disc,
to the friend’s house to install the video game on the friend’s
game console. Then, the owner and the friend may have to
wait for the video game to be installed on the friend’s game
console. Such wait time may discourage the users from play-
ing the video game together.

SUMMARY

This Summary is provided to introduce a selection of con-
cepts in a simplified form that are further described below in
the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed sub-
ject matter, nor is it intended to be used to limit the scope of
the claimed subject matter. Furthermore, the claimed subject
matter is not limited to implementations that solve any or all
disadvantages noted in any part of this disclosure.

Various embodiments relating to remote installation of
digital content on unlicensed computing machines are pro-
vided. In one embodiment, a licensed computing machine
identifies an unlicensed computing machine at which to
install a licensed digital content item. The licensed computing
machine sends to an authorization service computing
machine a request to transfer a license for the licensed digital
content item to the unlicensed computing machine. Then
delivery of the licensed digital content item to the unlicensed
computing machine is initiated.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 schematically shows a computing system in accor-
dance with an embodiment of the present disclosure.

FIG. 2 shows an example of remotely installing a licensed
digital content item on an unlicensed computing machine.

FIG. 3 shows another example of remotely installing a
licensed digital content item on an unlicensed computing
machine.

FIG. 4 shows a method of initiating remote installation of
a licensed digital content item in accordance with an embodi-
ment of the present disclosure.

FIG. 5 shows a method of acquiring a licensed digital
content item in accordance with an embodiment of the
present disclosure.

FIG. 6 shows a method of authorizing transfer of a license
for a licensed digital content item between computing
machines in accordance with an embodiment of the present
disclosure.

FIG. 7 schematically shows a computing system in accor-
dance with an embodiment of the present disclosure.

DETAILED DESCRIPTION

The present disclosure describes concepts relating to
directed remote installation of a licensed digital content item
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2

on an unlicensed computing machine. More particularly, the
present disclosure provides mechanisms for identifying an
unlicensed computing machine at which to remotely install a
licensed digital content item, initiating delivery of the
licensed digital content item to the unlicensed computing
machine, and temporarily transferring a license for the
licensed digital content item to the unlicensed computing
machine. Such mechanisms may enable a user that owns a
licensed digital content item to execute the licensed digital
content item on an unlicensed computing machine without
violating terms of the license. Moreover, such mechanisms
may enable the licensed digital content item to be available
for execution on the unlicensed computing machine when the
user arrives at the unlicensed computing machine. In other
words, with reference to the particular scenario described
above, such mechanisms may enable the video game to be
remotely installed on the friend’s game console, so that the
video game is available to be played when the owner arrives
at the friend’s house.

FIG. 1 shows a computing system 100 in accordance with
an embodiment of the present disclosure. The computing
system 100 includes a licensed computing machine 102 that
has a license 104 for a licensed digital content item 106. The
licensed digital content item may be installed on the licensed
computing machine for execution by a user associated with
the licensed computing machine.

The license for the licensed digital content item may con-
form to any suitable licensing scheme. The digital content and
the license may be cooperatively configured such that the
digital content item is cryptographically prevented from
executing absent a valid license. For example, the license may
restrict or otherwise control access to the licensed digital
content item to one or more users, groups, and/or computing
machines as defined by the terms of the license. In some
cases, the license may be associated with the licensed com-
puting machine, a user associated with the licensed comput-
ing machine (e.g., the owner), or a combination thereof. In
some embodiments, the license may be a permanent license
that is associated with the licensed computing machine unless
the license is temporarily transferred to an unlicensed com-
puting machine. For example, the licensed computing
machine may own the license and the license may be tempo-
rarily lent to the unlicensed computing machine. In some
embodiments, the license may restrict the licensed digital
content item to mutually exclusive execution. In other words,
the licensed digital content item may be executed on one
computing machine at a time.

The computing system includes an unlicensed computing
machine 108 that does not have a license for the licensed
digital content item. Further, a user associated with the unli-
censed computing machine does not have a license for the
licensed digital content item. In some embodiments, the unli-
censed computing machine may not execute the licensed
digital content item without a license for the licensed digital
content item. As described by way of example below, the
unlicensed computing system may be remotely located rela-
tive to the licensed computing machine.

The licensed computing machine and the unlicensed com-
puting machine may be included in a peer-to-peer (P2P)
network 110. The P2P network may include a plurality of peer
computing machines (e.g., licensed computing machine,
unlicensed computing machine, peer computing machine,
etc.) 112. Each peer computing machine of the P2P network
may be configured to communicate directly with each other
peer computing machine of the P2P network via one or more
network connections 114 and/or networks 118. More particu-
larly, each peer computer may actas a client and/or a server to
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the other peer computers of the P2P network, allowing for
shared access to various local resources of each peer com-
puter. Although it will be appreciated that any suitable
resource may be delivered or shared between peer computers
of'the P2P network, in the context of this description, discus-
sion may be particularly directed to delivering digital content
items. For example, the licensed computing machine may
deliver the licensed digital content item to the unlicensed
computing machine via the P2P network. As another
example, one or more peer computing machines may deliver
at least a portion of the licensed digital content item to the
unlicensed computing machine.

In some embodiments, the computing system 100 may
include a content-delivery network (CDN) computing
machine 116 that may act as a source for digital content items.
The CDN may deliver digital content items to the plurality of
peer computing machines via a network 118, such as the
Internet. In some cases, the CDN may be configured to store
some or all of the digital content items available for delivery
on peer computing machines of the P2P network. In other
words, the CDN may act as a mirror or backup to the P2P
network. In some cases, the CDN may be a source of digital
content items that are not yet available for transfer on the P2P
network. In some embodiments, the P2P network may be
omitted from the computing system and the CDN may be a
source of digital content items. In any of these scenarios, the
CDN may deliver the licensed digital content item to the
unlicensed computing machine.

The computing system 100 may include an authorization
service computing machine 120 that may protect against
unauthorized use of licensed digital content items by com-
puting machines of the computing system. In other words, the
authorization service may facilitate delivery of licenses to
licensed computing machines (e.g., allow a computing device
to cryptographically access the licensed digital content item).
Moreover, the authorization service may be configured to
facilitate temporary transfer of a license from a licensed com-
puting machine to an unlicensed computing machine, so that
the unlicensed computing machine may execute the licensed
digital content item on a temporary basis (e.g., the authoriza-
tion service changes which computing machine is allowed to
cryptographically access the licensed digital content item). In
particular, the authorization service may be configured to
determine whether a computing machine has an entitlement
to execute a digital content item. For example, a computing
machine may be entitled to execute a licensed digital content
item if the computing machine (and/or an associated user) has
a license for the digital content item, and the authorization
service may be configured to determine whether a computing
machine has a license. If the licensed computing machine has
the license, then the authorization service may approve tem-
porary transfer of the license to the unlicensed computing
machine.

In cases where a license restricts execution of the licensed
digital content item to one computing machine at a time, the
authorization service may be configured to determine
whether a licensed digital content item is currently being
executed on a licensed computing machine. If the licensed
digital content item is not being executed on the licensed
computing machine, the authorization service may be config-
ured to approve transfer of the license to the unlicensed com-
puting machine. If the licensed digital content item is being
executed on a licensed computing machine, the authorization
service may be configured to invalidate transfer of the license.
In one example, this check may be performed when the unli-
censed computing machine attempts to execute the licensed
digital content item. Note, in some cases, the check need not
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be performed when the licensed computing machine initiates
transfer of the license to the unlicensed computing machine.
In some embodiments, the licensed computing machine may
be prevented from executing the licensed digital content item
while the license is transferred to the unlicensed computing
machine.

The license may be temporarily transferred from the
licensed computing machine to the unlicensed computing
machine for any suitable duration or in any suitable manner.
In one example, the license is transferred to the unlicensed
computing machine for a designated period and upon expira-
tion of the designated period the license is transferred back to
the licensed computing machine. In another example, the
license is transferred to the unlicensed computing machine
when a user associated with the licensed computing machine
signs in to the unlicensed computing machine and the
licensed is transferred back to the licensed computing
machine when the user signs out of the unlicensed computing
machine. Alternatively or additionally, the license may be
temporarily transferred to a user or a group.

In some cases, the license may allow the licensed digital
content item to be executed without validation of the transfer
by the authorization service. In some cases, the unlicensed
computing machine may be configured to prevent execution
of the licensed digital content item on the unlicensed com-
puting machine if the license for the licensed digital content
item is not validated as being transferred to the unlicensed
computing machine by the authorization service.

Accordingly, the authorization service may be configured
to validate transfer of the license for the licensed digital
content item to the unlicensed computing machine that allows
execution of the licensed digital content item on the unli-
censed computing machine. In particular, the authorization
service may be configured to receive, from the unlicensed
computing machine, a request to validate transfer of the
license for the licensed digital content item to the unlicensed
computing machine. The request may include credentials of
the user associated with the licensed computing machine. The
authorization service may be configured to validate transfer
of the license to the unlicensed computing machine that
allows execution of the licensed digital content item on the
unlicensed computing machine if the credentials of the user
are valid. In one example, the authorization service may send
a license key to the unlicensed computing machine that
allows execution of the licensed digital content item. On the
other hand, the authorization service may be configured to
invalidate transfer of the license to the unlicensed computing
machine if the credentials of the user are invalid.

In some cases where the license restricts execution of the
licensed digital content item to one computing machine, the
authorization service may be configured to invalidate transfer
of the license if the licensed digital content item is being
executed on the licensed computing machine.

In some embodiments, the computing system may include
different services to handle different requests and/or perform
different operations. For example, a licensing service may
determine whether a computing machine has a license for a
licensed digital content item and an authorization service may
determine whether a licensed computing machine may trans-
fer a license to an unlicensed computing machine that allows
the licensed computing machine to execute the licensed digi-
tal content item. In some embodiments, the above described
operations may be performed by the same service.

Although the above described scenario is discussed in
terms of a user initiating delivery of a licensed digital content
item from the licensed computing machine to the unlicensed
computing machine, it is to be understood that, in some cases,
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the user may initiate delivery of the licensed digital content
item from the unlicensed computing machine. For example, a
user may sign-in on an unlicensed computing machine, send,
to the authorization service, a request to transfer the license
for the licensed digital content item to the unlicensed com-
puting machine, and initiate delivery of the licensed digital
content item to the unlicensed computing machine. Sending
the request from the unlicensed computing machine may not
affect the operation of the authorization service. For example,
the authorization may still determine the entitlement based on
the credentials of the user.

Furthermore, while the above described scenario is dis-
cussed in terms of a video games being remotely installed on
a game console, it is to be understood that the licensed digital
content item may be realized in any suitable form, such as
music, videos, e-books, applications, etc. Furthermore, the
licensed digital content item may be purchased, leased,
rented, or provided gratis to the licensed computing machine
without departing from the scope of this disclosure.

FIGS. 2 and 3 show different examples of remotely install-
ing a licensed digital content item on an unlicensed comput-
ing machine. In FIG. 2, the licensed digital content item is
delivered directly from a licensed computing machine to the
unlicensed computing machine.

At202, the licensed computing machine identifies the unli-
censed computing machine. For example, a user may identify
a social media friend from the licensed computing machine,
and the unlicensed computing machine may be the computing
machine associated with the social media friend’s social
media account. At 204, the licensed computing machine
sends, to the authorization service computing machine, a
request to temporarily transfer the license for the licensed
digital content item to the unlicensed computing machine. At
206, the authorization service computing machine sends, to
the licensed computing machine, approval of the request to
transfer the license to the unlicensed computing machine. At
208, the licensed computing machine optionally delivers the
licensed digital content item to the unlicensed computing
machine. In some embodiments, the licensed computing
machine may deliver the licensed digital content item without
requesting permission to transfer the licensed digital content
item and/or before receiving approval to transfer the license.
Further, the unlicensed computing machine may obtain the
licensed digital content item via any mechanism without
departing from the scope of this disclosure. The license trans-
fer mechanisms described herein are applicable regardless of
the content delivery mechanism.

Once delivery of the licensed digital content item to the
unlicensed computing machine is initiated, at time T1, the
user may travel from the licensed computing machine to the
unlicensed computing machine (e.g., the user may go to the
friend’s house). At time T2, the user may arrive at the unli-
censed computing machine. In between time T1 and time T2,
the licensed digital content item may be delivered and
installed on the unlicensed computing machine. Furthermore,
execution of the licensed digital content item on the unli-
censed computing machine may be prevented before the
license for the licensed digital content item is validated as
being transferred to the unlicensed computing machine.

At 210, the unlicensed computing machine sends, to the
authorization service computing machine, a request to vali-
date transfer ofthe license for the licensed digital content item
to the unlicensed computing machine. The request may
include credentials of the user (i.e., the licensed user associ-
ated with the licensed computing machine). In one example,
the request is sent responsive to the user signing in on the
unlicensed computing machine. At 212, the authorization
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service computing machine validates the credentials and
sends, to the unlicensed computing machine, validation of the
transfer of the license to the unlicensed computing machine
that allows execution of the licensed digital content item on
the unlicensed computing machine. For example, the autho-
rization service may send and/or otherwise enable a tempo-
rary license key to/for the unlicensed computing machine.

FIG. 3 shows another example of transferring a license for
a licensed digital content item between computing machines.
In FIG. 3, the licensed digital content item is delivered from
the CDN and/or peer computing machines ofthe P2P network
to the unlicensed computing machine.

At 302, the licensed computing machine identifies the unli-
censed computing machine. At 304, the licensed computing
machine sends, to the authorization service computing
machine, a request to temporarily transfer the license for the
licensed digital content item to the unlicensed computing
machine. At 306, the authorization service computing
machine sends, to the licensed computing machine, approval
of the request to transfer the license to the unlicensed com-
puting machine.

At 308, the licensed computing machine sends, to the
CDN, one or more peer computing machines of the P2P
network, or a combination thereof, a request to deliver the
licensed content item to the unlicensed computing machine.
At 310, the CDN and/or one or more of the peer computing
machines delivers the licensed digital content item to the
unlicensed computing machine. In some cases, the entire
licensed digital content item may be delivered from a single
source. In other cases, a plurality of different sources may
each provide a portion of the licensed digital content item,
such that the unlicensed computing machine receives an
entirety of the licensed digital content item.

Once delivery of the licensed digital content item to the
unlicensed computing machine is initiated, at time T1, the
user may travel from the licensed computing machine to the
unlicensed computing machine (e.g., the user may go to the
friend’s house). At time T2, the user may arrive at the unli-
censed computing machine. In between time T1 and time T2,
the licensed digital content item may be delivered and
installed on the unlicensed computing machine. Furthermore,
execution of the licensed digital content item on the unli-
censed computing machine may be prevented before the
license for the licensed digital content item is validated as
being transferred to the unlicensed computing machine.

At 312, the unlicensed computing machine sends, to the
authorization service computing machine, a request to vali-
date transfer ofthe license for the licensed digital content item
to the unlicensed computing machine. The request may
include credentials of the user. At 314, the authorization ser-
vice computing machine validates the credentials and sends,
to the unlicensed computing machine, validation of the trans-
fer of the license to the unlicensed computing machine that
allows execution of the licensed digital content item on the
unlicensed computing machine.

FIG. 4 shows a method 400 of initiating remote installation
of a licensed digital content item in accordance with an
embodiment of the present disclosure. For example, the
method 400 may be performed by the licensed computing
machine 102 shown in FIG. 1.

At 402, the method 400 may include identifying an unli-
censed computing machine at which to install a licensed
digital content item. The unlicensed computing machine may
be identified in any suitable manner. For example, identifying
may include selecting an unlicensed computing machine
from a set of known computing machines. In another
example, identifying may include selecting an unlicensed
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computing machine by proxy through selecting a user as a
remote install destination. In yet another example, identifying
may include selecting a user as a remote install destination
where a user may have an associated default unlicensed com-
puting machine. In yet another example, identifying may
include selecting a user as a remote install destination where
the unlicensed computing machine is the computing machine
at which the user is currently signed into. All of the above
mechanisms may leverage previously established relation-
ships, such as previously verified social media friendships/
contacts.

In one particular example, the licensed computing machine
may be associated with a user, and the user may identify the
unlicensed computing machine from a plurality ofunlicensed
computing machines that are associated with different social
media friends of the user. Specifically, the user may select a
friend or an unlicensed computing machine associated with
the friend (e.g., a default computing machine or a computing
machine on which the friend is currently signed in) at which
to install the licensed digital content item.

At 404, the method 400 may include sending, from the
licensed computing machine to an authorization service com-
puting machine, a request to transfer a license for the licensed
digital content item to the unlicensed computing machine.
The request may be made to reduce the possibility of unau-
thorized use of the licensed digital content item that may
violate terms of the license.

At 406, the method 400 may include receiving a response
to the request from the authorization service computing
machine.

At 408, the method 400 may include determining whether
the response to the request approves transfer of the license for
the licensed digital content item to the unlicensed computing
machine. If transfer of the license for the licensed digital
content item to the unlicensed computing machine is
approved, then the method 400 moves to 410. Otherwise, the
method 400 returns to other operations.

At 410, the method 400 may optionally include initiating
delivery of the licensed digital content item to the unlicensed
computing machine. The delivery may be initiated responsive
to receiving, from the authorization service computing
machine, approval of the request to transfer the license for the
licensed digital content item to the unlicensed computing
machine. Delivery of the licensed digital content item may be
initiated in any suitable manner.

In some embodiments where the terms of the license
restrict execution of the licensed digital content item to one
computing machine at a time, at 412, the method 400 may
optionally include preventing the licensed digital content
item from being executed on the licensed computing machine
before the license is transferred to the unlicensed computing
machine.

FIG. 5 shows a method 500 of acquiring a licensed digital
content item in accordance with an embodiment of the
present disclosure. For example, the method 500 may be
performed by the unlicensed computing machine 108 shown
in FIG. 1.

At 502, the method 500 may include receiving, at an unli-
censed computing machine identified by a licensed comput-
ing machine, a licensed digital content item. The licensed
digital content item may be received from any suitable source.
For example, the licensed digital content item may be
received from the licensed computing machine, a CDN, a
peer computer of a peer-to-peer network, or a combination
thereof. In some embodiments, receiving may include install-
ing the licensed digital content item on the unlicensed com-
puting machine.

10

15

20

25

30

35

40

45

50

55

60

65

8

At 504, the method 500 may include preventing execution
of the licensed digital content item on the unlicensed com-
puting machine. Execution of the licensed digital content
item on the unlicensed computing machine may be prevented
if a license for the licensed digital content item is not vali-
dated as being transferred to the unlicensed computing
machine. In some embodiments, preventing execution
includes preventing execution of the entire licensed digital
content item. In some embodiments, preventing execution
includes preventing execution of a portion of the licensed
digital content item. For example, a partial trial version of the
licensed digital content item may be executed on the unli-
censed computing machine before the license is validated as
being transferred to the unlicensed computing machine.

At 506, the method 500 may include sending, to an autho-
rization service computing machine, a request to validate the
license for the licensed digital content item as being trans-
ferred to the unlicensed computing machine. The request may
include credentials of a user associated with the licensed
computing machine. The request may be sent responsive to
the user signing in to the unlicensed computing machine.

At 508, the method 500 may include receiving a response
to the request from the authorization service computing
machine.

At 510, the method 500 may include determining whether
the response validates the license as being transferred to the
unlicensed computing machine. If the license for the licensed
digital content item is validated as being transferred to the
unlicensed computing machine, then the method 510 moves
t0 512. Otherwise, the method 500 returns to other operations.

At 512, the method 500 may include allowing execution of
the licensed digital content item on the unlicensed computing
machine.

At 514, the method 500 may optionally include determin-
ing whether the license for the licensed digital content item is
transferred from the unlicensed computing machine. The
license may be transferred from the unlicensed computing
machine for any suitable reason. For example, a user may
only authorize transfer of the license for one day, and at the
end of that day, the license may return to the originally
licensed computing machine. If the license remains with the
previously unlicensed, now temporarily licensed, computing
machine, method 500 returns to 512. If the license is trans-
ferred away, method 500 may proceed to 516.

At 516, the method 500 may optionally include preventing
execution of the licensed digital content item on the unli-
censed computing machine when the licensed is transferred
away from the unlicensed computing machine. In one
example, the licensed digital content item may revert to a
partial trial version.

At 518, the method 500 may optionally include providing
an offer to obtain a license for the licensed digital content
item. For example, this offered license may be a new or
permanent license associated with the unlicensed computing
machine (to permanently convert that machine into a licensed
computing machine). In some embodiments, the offer may
include an incentive to obtain the license. For example, the
incentive may be a reduced purchase price for the license.

At 520, the method 500 may optionally include determin-
ing whether the unlicensed computing machine has obtained
a license for the licensed digital content item. If the unli-
censed computing machine has obtained the license, then the
method 500 moves to 522. Otherwise, the method 500 moves
to 524.

At 522, the method 500 may optionally include allowing
execution of the licensed digital content item on the unli-
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censed computing machine responsive to the unlicensed com-
puting machine obtaining the license for the licensed digital
content item.

At 524, the method 500 may optionally include removing
the licensed digital content item from the unlicensed comput-
ing machine if resources of a visitor cache of the unlicensed
computing machine become designated for a different digital
content item. For example, the unlicensed computing
machine may include an automatically managed visitor cache
that includes storage for digital content items to which the
unlicensed computing machine does not have a license, such
as digital content items temporarily transferred by other
licensed computing machines. In some embodiments, the
unlicensed computing machine may not include an automati-
cally managed visitor cache and the licensed digital content
may remain on the unlicensed computing machine until the
user manually removes the licensed content item.

FIG. 6 shows a method 600 of authorizing transfer of a
license for a licensed digital content item between computing
machines in accordance with an embodiment of the present
disclosure. For example, the method 600 may be performed
by the authorization service computing machine 120 shown
in FIG. 1.

At 602, the method 600 may include receiving, at the
authorization service computing machine, a request, from a
licensed computing machine, to transfer a license for a
licensed digital content item to an unlicensed computing
machine.

At 604, the method 600 may include determining whether
the licensed computing machine has a license for the licensed
digital content item. In some embodiments, the request may
include credentials of a user associated with the licensed
computing machine, the license may be further associated
with the credentials, and the method may include determining
whether the user and the licensed computing machine have a
license for the licensed digital content item. If the licensed
computing machine item has a license for the licensed digital
content, then the method 600 moves to 606. Otherwise, the
method 600 moves to 616.

At 606, the method 600 may optionally include determin-
ing whether the licensed digital content item is being
executed on the licensed computing machine. If it is deter-
mined that the licensed digital content item is being executed
on the licensed computing machine, then the method 600
moves to 616. Otherwise, the method 600 moves to 608.

At 608, the method 600 may include approving transfer of
the license for the licensed digital content item to the unli-
censed computing machine. In some cases, the transfer of the
license may be approved if the licensed computing machine
has the license for the licensed digital content item and the
licensed digital content item is not currently being executed
on the licensed computing machine.

At 610, the method 600 may optionally include receiving,
from the unlicensed computing machine, a request to validate
transfer of the license for the licensed digital content item to
the unlicensed computing machine. The request may include
credentials of the user associated with the licensed computing
machine. For example, this request may be sent to the autho-
rization service if the terms of the license oblige the user to
sign-in to the unlicensed computing machine. In other words,
a user associated with the unlicensed computing machine
may not execute the licensed digital content item without the
user of the licensed computing machine being signed in to the
unlicensed computing machine.
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In some embodiments, the licensed digital content item
may be executed on the unlicensed computing machine with-
out validation of the transfer by the authorization service
computing machine.

At 612, the method 600 may optionally include determin-
ing whether the credentials of the user are valid. If the cre-
dentials are valid, then the method 600 moves to 614. Other-
wise, the method 600 moves to 616.

At 614, the method 600 may optionally include validating
transfer of the license to the unlicensed computing machine
that allows execution of the licensed digital content item on
the unlicensed computing machine.

At 616, the method 600 may include invalidating transfer
of the license for the licensed digital content item to the
unlicensed computing machine that prevents execution of the
licensed digital content item on the unlicensed computing
machine. In some cases, the transfer may be invalidated if the
licensed computing machine does not have a license for the
licensed digital content item. In some cases, the transfer may
be invalidated if the credentials of the user are invalid. In some
cases, the transfer may be invalidated if the licensed digital
content item is being executed on the licensed computing
machine. In some cases, invalidating transfer includes deny-
ing a request to deliver the digital content item to the unli-
censed computing machine.

The above described methods may facilitate a scenario
where a user that has a license for a licensed digital content
item may initiate remote installation of the licensed digital
content item on an unlicensed computing machine that is
remotely located from the user. While the user travels to the
unlicensed computing machine, or at any other suitable time,
the licensed digital content item may be delivered to and
installed on the unlicensed computing machine. When the
user arrives at the unlicensed computing machine, the
licensed digital content item is ready to be executed. Accord-
ingly, the user does not have to wait for the licensed digital
content item to be delivered to and installed on the unlicensed
computing machine. Moreover, the user does not have to
bring a physical copy of the licensed digital content item to
the unlicensed computing machine in order to install the
licensed digital content item on the unlicensed computing
machine. Further, the license for the licensed digital content
item may be temporarily transferred so as to not violate terms
of the license.

The above described scenario may be particularly appli-
cable to relatively large digital content items that may take a
substantial amount of time to deliver and install, such as video
games. In some embodiments, the licensed digital content
item may be a video game. In some embodiments, the
licensed computing machine and the unlicensed computing
machine may be game consoles. It is to be understood that
transferring a license between the licensed computing
machine and the unlicensed computing machine need not
create a new license, and a total number of licenses need not
change.

FIG. 7 schematically shows a non-limiting embodiment of
a computing system 700 that can enact one or more of the
methods and processes described above. For example, com-
puting system 700 may be representative of the licensed com-
puting machine 102, the unlicensed computing machine 108,
the CDN computing machine 116 or the authorization service
computing machine 120 shown in FIG. 1. Computing system
700 is shown in simplified form. Computing system 700 may
take the form of one or more personal computers, server
computers, tablet computers, home-entertainment comput-
ers, network computing devices, gaming devices, mobile
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computing devices, mobile communication devices (e.g.,
smart phone), and/or other computing devices.

Computing system 700 includes a logic machine 702 and a
storage machine 704. Computing system 700 may optionally
include a display subsystem 706, input subsystem 708, com-
munication subsystem 710, and/or other components not
shown in FIG. 7.

Logic machine 702 includes one or more physical devices
configured to execute instructions. For example, the logic
machine may be configured to execute instructions that are
part of one or more applications, services, programs, routines,
libraries, objects, components, data structures, or other logi-
cal constructs. Such instructions may be implemented to per-
form a task, implement a data type, transform the state of one
or more components, achieve a technical effect, or otherwise
arrive at a desired result.

The logic machine may include one or more processors
configured to execute software instructions. Additionally or
alternatively, the logic machine may include one or more
hardware or firmware logic machines configured to execute
hardware or firmware instructions. Processors of the logic
machine may be single-core or multi-core, and the instruc-
tions executed thereon may be configured for sequential,
parallel, and/or distributed processing. Individual compo-
nents of the logic machine optionally may be distributed
among two or more separate devices, which may be remotely
located and/or configured for coordinated processing.
Aspects of the logic machine may be virtualized and executed
by remotely accessible, networked computing devices con-
figured in a cloud-computing configuration.

Storage machine 704 includes one or more physical
devices configured to hold instructions executable by the
logic machine to implement the methods and processes
described herein. When such methods and processes are
implemented, the state of storage machine 704 may be trans-
formed—e.g., to hold different data.

Storage machine 704 may include removable and/or built-
indevices. Storage machine 704 may include optical memory
(e.g.,CD, DVD, HD-DVD, Blu-Ray Disc, etc.), semiconduc-
tor memory (e.g., RAM, EPROM, EEPROM, etc.), and/or
magnetic memory (e.g., hard-disk drive, floppy-disk drive,
tape drive, MRAM, etc.), among others. Storage machine 704
may include volatile, nonvolatile, dynamic, static, read/write,
read-only, random-access, sequential-access, location-ad-
dressable, file-addressable, and/or content-addressable
devices.

It will be appreciated that storage machine 704 includes
one or more physical devices. However, aspects of the
instructions described herein alternatively may be propagated
by a communication medium (e.g., an electromagnetic signal,
an optical signal, etc.) that is not held by a physical device for
a finite duration.

Aspects of logic machine 702 and storage machine 704
may be integrated together into one or more hardware-logic
components. Such hardware-logic components may include
field-programmable gate arrays (FPGAs), program- and
application-specific integrated circuits (PASIC/ASICs), pro-
gram- and application-specific standard products (PSSP/AS-
SPs), system-on-a-chip (SOC), and complex programmable
logic devices (CPLDs), for example.

It will be appreciated that a “service”, as used herein, may
be one or more application programs executable across mul-
tiple user sessions. A service may be available to one or more
system components, programs, and/or other services. Insome
implementations, a service may run on one or more server-
computing devices.
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When included, display subsystem 706 may be used to
present a visual representation of data held by storage
machine 704. This visual representation may take the form of
a graphical user interface (GUI). As the herein described
methods and processes change the data held by the storage
machine, and thus transform the state of the storage machine,
the state of display subsystem 706 may likewise be trans-
formed to visually represent changes in the underlying data.
Display subsystem 706 may include one or more display
devices utilizing virtually any type of technology. Such dis-
play devices may be combined with logic machine 702 and/or
storage machine 704 in a shared enclosure, or such display
devices may be peripheral display devices.

When included, input subsystem 708 may comprise or
interface with one or more user-input devices such as a key-
board, mouse, touch screen, or game controller. In some
embodiments, the input subsystem may comprise or interface
with selected natural user input (NUI) componentry. Such
componentry may be integrated or peripheral, and the trans-
duction and/or processing of input actions may be handled
on- or oftf-board. Example NUI componentry may include a
microphone for speech and/or voice recognition; an infrared,
color, stereoscopic, and/or depth camera for machine vision
and/or gesture recognition; a head tracker, eye tracker, accel-
erometer, and/or gyroscope for motion detection and/or intent
recognition; as well as electric-field sensing componentry for
assessing brain activity.

When included, communication subsystem 710 may be
configured to communicatively couple computing system
700 with one or more other computing devices. Communica-
tion subsystem 710 may include wired and/or wireless com-
munication devices compatible with one or more different
communication protocols. As non-limiting examples, the
communication subsystem may be configured for communi-
cation via a wireless telephone network, or a wired or wireless
local- or wide-area network. In some embodiments, the com-
munication subsystem may allow computing system 700 to
send and/or receive messages to and/or from other devices via
a network such as the Internet.

It will be understood that the configurations and/or
approaches described herein are exemplary in nature, and that
these specific embodiments or examples are not to be consid-
ered in a limiting sense, because numerous variations are
possible. The specific routines or methods described herein
may represent one or more of any number of processing
strategies. As such, various acts illustrated and/or described
may be performed in the sequence illustrated and/or
described, in other sequences, in parallel, or omitted. Like-
wise, the order of the above-described processes may be
changed.

The subject matter of the present disclosure includes all
novel and nonobvious combinations and subcombinations of
the various processes, systems and configurations, and other
features, functions, acts, and/or properties disclosed herein,
as well as any and all equivalents thereof.

The invention claimed is:
1. A method of initiating remote installation of a licensed
digital content item, the method comprising:

receiving, at a licensed computing machine associated with
a first user, a user input that identifies an unlicensed
computing machine associated with a second user and
not the first user at which to install the licensed digital
content item;

responsive to receiving the user input, sending, from the
licensed computing machine to an authorization service
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computing machine, a request to transfer a license for
the licensed digital content item to the unlicensed com-
puting machine; and

responsive to receiving the user input, automatically initi-

ating delivery of the licensed digital content item to the
unlicensed computing machine for use of the licensed
digital content item on the unlicensed computing
machine, wherein execution of the licensed digital con-
tent item on the unlicensed computing machine is pre-
vented while the licensed digital computing machine
executes the licensed digital content item.

2. The method of claim 1, further comprising:

preventing the licensed digital content item from being

executed on the licensed computing machine while the
license is transferred to the unlicensed computing
machine.

3. The method of claim 1, wherein identifying includes
selecting the unlicensed computing machine from a plurality
of'unlicensed computing machines known to the user and not
associated with the user.

4. The method of claim 1, wherein initiating delivery
includes sending, to a content delivery network, a request to
deliver the licensed digital content item to the unlicensed
computing machine.

5. The method of claim 1, wherein initiating delivery
includes delivering the licensed digital content item directly
from the licensed computing machine to the unlicensed com-
puting machine.

6. The method of claim 1, wherein initiating delivery
includes sending, to one or more peer computing machines of
a peer-to-peer network, a request to deliver at least a portion
of'the licensed digital content item to the unlicensed comput-
ing machine.

7. The method of claim 1, wherein the license is transferred
to the unlicensed computing machine until a user associated
with the licensed computing machine signs out of the unli-
censed computing machine.

8. The method of claim 1, wherein the license is transferred
to the unlicensed computing machine for a designated period
and upon expiration of the designated period the license is
transferred back to the licensed computing machine.

9. A method of acquiring a licensed digital content item, the
method comprising:

receiving the licensed digital content item at an unlicensed

computing machine identified via a user input received
at a licensed computing machine, the unlicensed com-
puting machine and the licensed computing machine
associated with different users;

preventing execution of the licensed digital content item on

the unlicensed computing machine if a license for the
licensed digital content item is not validated as being
transferred to the unlicensed computing machine;
allowing execution of the licensed digital content item on
the unlicensed computing machine if the license for the
licensed digital content item is validated as being trans-
ferred to the unlicensed computing machine; and

in response to receiving a notification that the licensed

digital content item is being executed on the licensed
computing machine, preventing execution of the
licensed digital content item on the unlicensed comput-
ing machine.

10. The method of claim 9, wherein the license is trans-
ferred from the licensed computing machine.

11. The method of claim 9, wherein the license is validated
by an authorization service computing machine that validates
credentials received from the unlicensed computing machine
for a user associated with the licensed computing machine.

14

12. The method of claim 9, further comprising:
providing an offer to obtain a license for the licensed digital
content item; and
allowing execution of the licensed digital content item on
5 the unlicensed computing machine responsive to the
unlicensed computing machine obtaining the license for
the licensed digital content item.
13. The method of claim 9, further comprising:
removing the licensed digital content item from the unli-
censed computing machine if resources of a visitor
cache of the unlicensed computing machine become
designated for a different digital content item.

14. The method of claim 9, wherein the license is trans-
ferred from the unlicensed computing machine responsive to
a user associated with the licensed computing machine sign-
ing out of the unlicensed computing machine.

15. A method of authorizing transfer of a license for a
licensed digital content item, the method comprising:

receiving, at an authorization service computing machine,

a request, from a licensed computing machine associ-
ated with a first user, to transfer the license for the
licensed digital content item to an unlicensed computing
machine identified via a user input received at the
licensed computing machine, the unlicensed computing
machine associated with a second user and not the first
user;

approving transfer of the license for the licensed digital

content item to the unlicensed computing machine if the
licensed computing machine has the license for the
licensed digital content item and the licensed digital
content item is not being executed on the licensed com-
puting machine;

receiving, at the authorization service computing machine,

a request, from the unlicensed computing machine, to
validate transfer of the license for the licensed digital
content item to the unlicensed computing machine, the
request including credentials of the first user associated
with the licensed computing machine;

validating transfer of the license to the unlicensed comput-

ing machine that allows execution of the licensed digital
content item on the unlicensed computing machine ifthe
credentials of the first user are valid; and

preventing execution of the licensed digital content item on

the unlicensed computing machine while the licensed
digital content item is being executed on the licensed
computing machine.

16. The method of claim 15, wherein the request is sent
responsive to the user signing in to the unlicensed computing
50 machine.

17. The method of claim 15, further comprising:

initiating delivery of the licensed digital content item to the
unlicensed computing machine responsive to approving
transfer of the license for the licensed digital content
item to the unlicensed computing machine.

18. A licensed computing machine, comprising:

a logic machine; and

a storage machine holding instructions executable by the
logic machine to:

receive, at the licensed computing machine associated

with a first user, a user input that identifies an unli-
censed computing machine associated with a second
user and not the first user at which to install a licensed
digital content item;

responsive to receiving the user input, send, from the

licensed computing machine to an authorization ser-
vice computing machine, a request to transfer a
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license for the licensed digital content item to the approve transfer of the license for the licensed digital
unlicensed computing machine; and content item to the unlicensed computing machine if
responsive to receiving the user input, automatically the licensed computing machine has the license for

initiate delivery of the licensed digital content item to
the unlicensed computing machine for use of the 5
licensed digital content item on the unlicensed com-
puting machine, wherein execution of the licensed
digital content item on the unlicensed computing

the licensed digital content item and the licensed digi-
tal content item is not being executed on the licensed
computing machine;

receive, at the authorization service computing machine,

machine is prevented while the licensed digital com- arequest, from the unlicensed computing machine, to

puting machine executes the licensed dlgltal content 10 validate transfer of the license for the licensed dlgltal

item. content item to the unlicensed computing machine,

19. An authorization service computing machine, compris- the request including credentials of the first user asso-
ing: ciated with the licensed computing machine;

a logic machine; and validate transfer of the license to the unlicensed comput-

a storage machine holding instructions executable by the s ing machine that allows execution of the licensed

logic machine to:
receive, at the authorization service computing machine
associated with a first user, a request, from a licensed

digital content item on the unlicensed computing
machine if the credentials of the first user are valid;

. . . and
lcizgigelzsr(li% ;:;?Zgiﬁg;n ti?erff?él:ffmﬁ celzilcsizrzissoiloruta prevent execution of the licensed digital content item on the
5 Pt unlicensed computing machine while the licensed digi-

ing machine identified via a user input received at the
licensed computing machine, the unlicensed comput-
ing machine associated with a second user and not the
first user; ® ok % % %

tal content item is being executed on the licensed com-
puting machine.



